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1. INTRODUCTION 

1.1 This report is issued to assist the Authority in discharging its responsibilities in relation to the 
internal audit activity.  

1.2 The Public Sector Internal Audit Standards requires the Chief Audit Executive to report to the 
Audit Committee on the performance of internal audit relative to its plan, including any 
significant risk exposures and control issues.  

1.3 To comply with the above this report includes:  

 Any significant changes to the approved Audit Plan; 

 Progress made in delivering the agreed audits for the year; 

 Any significant outcomes arising from audits; and 

 Performance Indicator outcomes to date. 

2. SIGNIFICANT CHANGES TO THE APPROVED INTERNAL AUDIT PLAN 

2.1 Since the plan’s approval in March 2022, no significant changes to the plan have been made.   

3.  PROGRESS MADE IN DELIVERING THE AGREED AUDIT WORK 

3.1 The current position in completing audits to date within the financial year is shown in Appendix 
1.  

3.2 In summary 39 days of programmed work have now been completed, equating to 19% of the 
Internal Audit Plan for 2022/23. The Internal Audit plan of work is currently on track.  

4.  THE OUTCOMES ARISING FROM OUR WORK 

4.1 On completion of each individual audit an assurance level is awarded using the following 
definitions: 

 Substantial Assurance: Based upon the issues identified there is a robust series of suitably 
designed internal controls in place upon which the organisation relies to manage the risks to 
the continuous and effective achievement of the objectives of the process, and which at the 
time of our review were being consistently applied. 

 Reasonable Assurance: Based upon the issues identified there is a series of internal controls 
in place, however these could be strengthened to facilitate the organisation’s management of 
risks to the continuous and effective achievement of the objectives of the process. 
Improvements are required to enhance the controls to mitigate these risks. 

 Limited Assurance: Based upon the issues identified the controls in place are insufficient to 
ensure that the organisation can rely upon them to manage the risks to the continuous and 
effective achievement of the objectives of the process. Significant improvements are required 
to improve the adequacy and effectiveness of the controls to mitigate these risks. 

 No Assurance: Based upon the issues identified there is a fundamental breakdown or 
absence of core internal controls such that the organisation cannot rely upon them to manage 
risk to the continuous and effective achievement of the objectives of the process. Immediate 
action is required to improve the controls required to mitigate these risks. 
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4.2 Recommendations made on completion of audit work are prioritised using the following 
definitions: 

 Urgent (priority one): Fundamental control issue on which action to implement should be 
taken within 1 month. 

 Important (priority two): Control issue on which action to implement should be taken within 
3 months. 

 Needs attention (priority three): Control issue on which action to implement should be taken 
within 6 months. 

4.3 In addition, on completion of audit work “Operational Effectiveness Matters” are proposed, 
these set out matters identified during the assignment where there may be opportunities for 
service enhancements to be made to increase both the operational efficiency and enhance 
the delivery of value for money services. These are for management to consider and are not 
part of the follow up process. 

4.4 During the period covered by the report, one report has been issued in final.  

  Audit Assurance P1 
 

P2 P3 

BRK2301 GDPR Reasonable  0 4 0 

The Executive Summary for this report is provided at Appendix 2, full copies of these reports 
can be requested by Members. 

4.5 As can be seen in the table above, as a result of these audits 4 recommendations have been 
raised and agreed by management. 

4.6 In addition, two Operational Effectiveness Matters has been proposed to management for 
consideration.  

4.7 In addition to the report on GDPR, one position statement has been issued in the area of Asset 
Management. The position statement has concluded with the following four suggested 
actions/improvements: 

 To prepare a revised Corporate Asset Strategy and publicise on the website after confirmation 
by Cabinet. This is an outstanding agreed action from two the previous audits (Investment 
Asset Management, 2019, and Annual Governance Statement 2022). The service has 
delayed updating this while a restructure was ongoing.  
 

 Consider providing appropriate technology i.e. tablets, to visiting officers, to enable records 
of inspections to be updated at the time of the visit(s) and synced in real time.  
 

 To set a programme and make available resources to complete outstanding condition surveys 
so they are back on track by the year end 2022/23. Condition surveys are due every five 
years, but have been delayed due to Covid-19. 
 

 Consider whether formal sample checks should be completed and recorded in the property 
services records for Health and Safety checks undertaken by tenants.  
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5. FOLLOW UP OF AGREED AUDIT RECOMMENDATIONS  

5.1 In addition to providing the Committee with the performance of internal audit relative to its 
plan, the Public Sector Internal Audit Standards also require the Chief Audit Executive to 
establish a process to monitor and follow up management actions to ensure that they have 
been effectively implemented or that senior management have accepted the risk of not taking 
action.  

5.2 To comply with the above this report includes the status of agreed actions.  

5.3 As a result of audit recommendations, management agree action to ensure implementation 
within a specific timeframe and by a responsible officer. The management action subsequently 
taken is monitored by the Internal Audit contractor on a regular basis and reported through to 
the Committee. Verification work is also undertaken for those recommendations that are 
reported as closed.   

5.4 Appendix 3 to this report shows the details of the progress made to date in relation to the 
implementation of the agreed recommendations. This appendix also reflects the year in which 
the audit was undertaken and identifies between outstanding recommendations that have 
previously been reported to this Committee and then those which have become outstanding 
this time round. A total of six important and six needs attention priority recommendations are 
currently outstanding.  

 Appendix 4 provides the committee with details of important priority recommendations that 
are overdue for the year in which they were raised. Management responses and a new 
deadline, where available, have been indicated for each.   
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APPENDIX 1 – PROGRESS IN COMPLETING THE AGREED AUDIT WORK  
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APPENDIX 2 – AUDIT REPORT EXECUTIVE SUMMARY 

Executive Summary 
 

OVERALL ASSESSMENT  KEY STRATEGIC FINDINGS 

 

 

 
The ICT Security Policy has not been updated since 2012 and requires review. 

 

All officers to complete mandatory data protection training course, with non-
completion escalated to management. 

 

A record be maintained of which Members have completed the LGA data protection 
training course. 

 
Information Asset Registers be reviewed, and updated as necessary, on a regular basis. 

 

ASSURANCE OVER KEY STRATEGIC RISK / OBJECTIVE  GOOD PRACTICE IDENTIFIED 

The audit has sought to provide assurance over the following key risk: "If the 
council does not ensure that data identified in the General Data Protection 
Regulations is held in an appropriate and secure manner, then it would be in 
breach of the act and would be liable for action from the Information 
Commissioners Office (ICO)." 

 

 

The Council has a Data Protection Policy, which was updated in March 2022. 
The contents of the policy adhere to the principles in guidance provided by 
the ICO. 

 

All data breaches are risk assessed to determine their severity and reported 
to the ICO if necessary, with remedial actions put in place. 

 

   

SCOPE  ACTION POINTS 

A high scoring strategic risk has been raised in relation to the legal and 
reputational risk of non-compliance with GDPR. This area has not been reviewed 
since 2018/19. Our audit evaluated controls in place for ensuring that staff are 
aware of requirements for handling personal data and that all requirements from 
the legislation around personal data are being well managed.  

 

Urgent Important Needs attention Operational 

0 4 0 2 
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Findings 
 

 

Directed Risk:  

Failure to properly direct the service to ensure compliance with the requirements of the organisation. 

 

Ref Expected Key Risk Mitigation Effectiveness 
of 
arrangements 

Cross 
Reference to 
MAP 

Cross 
Reference to 
OEM 

GF 
Governance 
Framework 

There is a documented process instruction which accords with the relevant regulatory 
guidance, Financial Instructions and Scheme of Delegation. 

Partially in place 1, 2, 3, & 4 1, & 2 

RM Risk Mitigation 
The documented process aligns with the mitigating arrangements set out in the corporate 
risk register. 

In place - - 

C Compliance 
Compliance with statutory, regulatory and policy requirements is demonstrated, with action 
taken in cases of identified non-compliance. 

In place - - 

 

Other Findings 

 
Governance Framework - The Council has a Data Protection Policy which was updated in March 2022. The contents of the policy adheres to the principles in the 
Guide to the UK GDPR on the Information Commissioner's Office (ICO) website. 

 
Governance Framework - The Privacy Policy is available via the Council's website with an explanation on how the Council uses data. It includes section on what 
information is collected, what it is used for and who it may be shared with.  It is supported by service Privacy Notices which explain what data each service collects 
and what it is used for. 
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Governance Framework - The consent policy is detailed in section 5.2 of the Data Protection Policy. Processing of personal data must be agreed to by the subject 
by a statement or positive action. Where consent is received for processing data, copies of consent forms are retained as evidence. 

 
Governance Framework - The requirements to undertake a Data Protection Impact Assessment (DPIA) are defined in the Data Protection Policy, section 13.4. 
This is supported by a guidance document on undertaking a DPIA, which includes a screening tool to help decide whether a DPIA is required. The Data Protection 
Officer maintains a record of DPIAs completed and retains copies of these. 

 
Risk Mitigation - One risk relating to GDPR has been recorded on the strategic risk register with a score of 16. The score has varied over time between 6 and 16; 
it has been 16 since November 2021 due to an increase in cyber-attacks and data breaches. The notes state that training and reminders to staff continue to be 
issued to increase awareness of phishing and similar attacks. 

 
Compliance - The Council has a target of responding to Subject Access Requests (SARs) within 30 days of receipt. Testing of five SARs during the audit found 
that four of them had been completed within 30 days, with the remaining one taking 43 days. This is an isolated incident and performance data shows that the 
Council routinely achieves its target response time. 

 
Compliance - All data breaches are risk assessed to determine their severity and reported to the ICO if necessary, with remedial actions put in place to address 
any issues identified. Testing of five data breaches during the audit confirmed that this process is working effectively. 
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Delivery Risk:  

Failure to deliver the service in an effective manner which meets the requirements of the organisation. 

 

Ref Expected Key Risk Mitigation Effectiveness 
of 
arrangements 

Cross 
Reference to 
MAP 

Cross 
Reference to 
OEM 

PM 
Performance 
Monitoring 

There are agreed KPIs for the process which align with the business plan requirements and 
are independently monitored, with corrective action taken in a timely manner. 

In place - - 

S Sustainability The impact on the organisation's sustainability agenda has been considered. Out of scope - - 

R Resilience 
Good practice to respond to business interruption events and to enhance the economic, 
effective and efficient delivery is adopted. 

In place - - 

 

Other Findings 

 
Performance Monitoring - There are five performance indicators recorded, three of which have targets and two which are just for information. The latest data shows 
that the Council narrowly missed its targets for incidents reported to the ICO and staff training, while the target for SARs is consistently achieved. 

 
Resilience - At present, the Data Protection Officer (DPO) sits within the Council's Legal department and the Legal Services Manager is able to provide cover for 
the DPO in the short term, although this would be unlikely to be sustainable in the longer term.  

The Council's Legal service is still shared with South Holland DC and the DPO splits her time between the two Councils. This arrangement is currently under 
review, so there is some uncertainty about what the responsibilities for data protection might look like in the future. 
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APPENDIX 3 – STATUS OF AGREED INTERNAL AUDIT RECOMMENDATIONS 
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APPENDIX 4 – OUTSTANDING INTERNAL AUDIT RECOMMENDATIONS – 2021/22 

 
Job Recommendation Priority Responsible 

Officer 
Due 
Date 

Revised 
Due 
Date 

Number 
of times 
revised 

Status Latest Response 

BRK2210 
Private Sector 
Housing 
DFGs 

Evidence of eligibility for all 
housing assistance grants offered 
by the Council, including DFGs, 
must be recorded and uploaded to 
Tascomi before the application 
proceeds to the next stage. 

Important Private Sector 
Housing Team 
Leader 

30/06/2022 N/A 0 Outstanding Complete pending verification   

BRK2210 
Private Sector 
Housing 
DFGs 

Recommendation 5. For evidence 

to be retained of the cost of the 
works required and clear audit 
trails between POs and invoices, 
including any variances and 
reasons for those variances.   

Important Private Sector 
Housing Team 
Leader 

31/05/222 N/A 0 Outstanding Complete pending verification   

BRK2210 
Private Sector 
Housing 
DFGs 

Recommendation 7. Completion 

Certificates be issued and 
uploaded to Tascomi for all DFGs 
and other relevant grant types, as 
appropriate. Where a Completion 
Certificate in not required, 
evidence still to be retained of 
checks provided including date of 
the check and the case worker 
undertaking the check.  

Important Private Sector 
Housing Team 
Leader 

30/06/2022 N/A 0 Outstanding Complete pending verification   

BRK2210 
Private Sector 
Housing 
DFGs 

Recommendation 8. For Private 

Sector Housing and Finance to 
agree and retain accurate and 
comprehensive budget information 
on allocations, commitments and 
spend for DFGs and Re-able 
Grants and for all other financial 
assistance provided including 
Forget Me Not grants and Safety 
and Security Grants.  

Important Housing 
Manager/Private 
Sector Housing 
Team Leader 

30/06/2022 N/A 0 Outstanding Complete pending verification  

 BRK2212 
Environmental 
Services - 

Recommendation 1: Review and 

update the Inter Authority 
Agreement to ensure that it is clear 
in terms of managing relations 

Important Assistant Director – 
Contracts and 
Operations 

29/07/2022 31/01/2023 1 Outstanding The updating of the Inter Authority 
Agreement (IAA) has been raised 
at Director level within the three 
Councils party to the contract. It 
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Job Recommendation Priority Responsible 
Officer 

Due 
Date 

Revised 
Due 
Date 

Number 
of times 
revised 

Status Latest Response 

Waste 
Management 

between all three member 
Authorities to reflect the 
operational status of the contract. 
In particular, this should include 
agreement on the principles which 
underpin how the contract should 
be managed for the benefit of all of 
the Councils, and on mechanisms 
for resolving disagreements 
between the Authorities if they 
arise. 

has been agreed that the principles 
within the original IAA remain valid 
and that these should be updated 
to reflect the operational status of 
the contract.  
The physical updating of the IAA is 
yet to be completed as the 
Authorities have been focussed on 
the delivery of the Target Operating 
Model for collections and ensuring 
performance of the contract 
provisions. 

BRK2212 
Environmental 
Services - 
Waste 
Management 

Recommendation 2: Obtain 

regular assurances that Serco 
complies fully with its complaints 
procedure and that there is audit 
trail to evidence this. Any non-
compliances should be formally 
raised through the Operational 
Board meeting. A quarterly report 
should be made to the Contract 
Management Board by Serco 
along with details of corrective 
action taken. 

Important Environmental 
Services Manager 

29/07/2022 30/11/2022 1 Outstanding Compliance with the complaint’s 
procedure has been raised with 
Serco at the Contract Management 
Board. Discussions have also taken 
place at an operational level 
between the Environmental 
Services Manager and Serco’s 
Operations Manager, and we are 
waiting for evidence from Serco in 
respect of their compliance.  
The focus has been on managing 
performance of the contract given 
the busy summer season.  

 
 
 
 


